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 BLOCKCHAIN: POST-QUANTUM SECURITY & 
LEGAL ECONOMICS  
BRIAN SEAMUS HANEY* 
ABSTRACT 
Blockchain technology is subject to security vulnerabilities 
resulting from recent developments in quantum computing and 
cryptography.  All the while, the technical complexities of blockchain’s 
peer-to-peer system require the intervention of third-party intermediaries 
to facilitate financial transactions across blockchain networks.  Current 
legal scholarship describes blockchain technology as a peer-to-peer 
system without a central authority, supporting the secure 
decentralization of economies and financial markets.  Yet, with 
consideration to recent advancements in quantum computing, blockchain 
technology is not secure.  Further, the technology’s legality is subject to 
the will of the central authorities whose economic systems it seeks to 
decentralize.  
This Article contributes the first post-quantum analysis of the 
intersection of blockchain security and law.  Additionally, this is among 
the first pieces of legal scholarship to analyze the complex relationships 
between Congress, the Federal Reserve, and blockchain technology in 
the creation of money.  In doing so, this article challenges conventional 
assumptions relating to blockchain technology’s decentralizing 
economic impact.  Ultimately, this article takes an interdisciplinary 
approach—drawing on informatics, law, and economics scholarship—to 
argue blockchain fails to provide a legal or secure means of establishing 
a peer-to-peer payment system. 
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I.  INTRODUCTION 
Conventional wisdom teaches that technological progress is 
driven by the Law of Accelerating Returns (“LOAR”).1  The LOAR’s 
application to information technology, Moore’s Law, projects 
exponential trends in technological progress toward an ultimate 
technological singularity.2  This notion has developed into a school of 
thought called Technological Utopianism.3  Technological Utopianism 
refers to the idea that digital life is the natural and desirable next step in 
the cosmic evolution of humanity, which will certainly be good.4  As a 
result of Technological Utopianism, a majority of technology literature is 
inherently optimistic, both in terms of outcomes and rates of progress.  
For example, Oxford Professor Nick Bostrom suggests exponential 
increases in artificial intelligence technologies will soon lead to 
superintelligent machines.5  In addition, Google’s Ray Kurzweil argues 
the technological singularity—the time at which the human brain is 
reverse engineered with computational technologies—is only a decade 
away.6  The optimism surrounding blockchain technology is no exception 
to this trend. 
On November 1, 2008, an unknown person with the pseudonym 
Satoshi Nakamoto sent an email to a cryptography mailing list to 
announce he had produced a “new electronic cash system that’s fully 
peer-to-peer, with no trusted third party.”7  Later that year, Nakamoto 
published the Bitcoin White Paper, which serves as the foundation of 
blockchain technology.8  According to Twitter Founder and CEO Jack 
Dorsey, the Bitcoin White Paper is a seminal work in computer science.9 
 
 1. MURRAY SHANAHAN, THE TECHNOLOGICAL SINGULARITY 158-159 (2015). See also 
Brian S. Haney, The Perils and Promises of Artificial General Intelligence, 45 J. LEGIS. 151, 
155 (2018) (noting that the term LOAR is generally attributed to Ray Kurzweil, describing the 
application of Moore’s Law to information technology.) 
 2. RAY KURZWEIL, HOW TO CREATE A MIND 250 (2012). 
 3. See Eleanor Lumsden, The Future is Mobile: Financial Inclusion and Technological 
Innovation in The Emerging World, 23 STAN. J.L. BU. & FIN. 1, 5 (2017) (arguing the best 
hope for eradicating poverty is technological innovation). 
 4. MAX TEGMARK, LIFE 3.0 BEING HUMAN IN THE AGE OF ARTIFICIAL INTELLIGENCE, 32 
(2017). 
 5. NICK BOSTROM, SUPERINTELLIGENCE: PATHS, DANGERS, STRATEGIES 34 (2017). 
 6. KURZWEIL, supra note 2, at 261. 
 7. SAIFEDEAN AMMOUS, THE BITCOIN STANDARD xv (2018). 
 8. Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System 1 (2008), 
https://bitcoin.org/bitcoin.pdf [https://perma.cc/7E6J-FADD] 
 9. DealBook 2017: Squaring off with Jack Dorsey, N.Y. TIMES CONFS. (2017), 
https://www.youtube.com/watch?v=MNHoyGW7YOU [https://perma.cc/5R9F-YBGQ]. 
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In the Bitcoin White Paper, Nakamoto presents a problem: 
“Commerce on the Internet has come to rely almost exclusively on 
financial institutions serving as trusted third parties to process electronic 
payments.”10  Nakamoto claims what is needed is an electronic payment 
system based on cryptographic proof instead of trust, allowing any two 
willing parties to transact directly with each other without the need for a 
trusted third party.11  However, for transactions in such a system to be 
valid there must be a way in which to verify electronic coins are not spent 
twice.12  In other words, the payee must be able to know the previous 
owners did not already spend the electronic coin.13  Thus, Nakamoto 
proposes a solution using “a peer-to-peer distributed timestamp server to 
generate computational proof of the chronological order of 
transactions.”14  Nakamoto’s answer has come to be known as a 
blockchain.15  
This Article takes an informatics-based approach,16 arguing 
Technological Utopianism and its influence on public perceptions of 
blockchain technology are misguided due to the technology’s post-
quantum security vulnerabilities.  Further, this article takes a contrarian 
position, drawing on law and economics scholarship to discuss 
constitutional, criminal, and regulatory issues relating to blockchain 
technology.  Part II describes blockchain technology in detail, using 
Bitcoin for illustrative examples.17  Part III introduces quantum 
computing and identifies two post-quantum security vulnerabilities for  
blockchain technology.18  Part IV discusses cryptocurrency and its 
constitutionality, as well as theories of economic regulation relating to 
blockchain technology.19  Ultimately, this Article argues blockchain 
technology is not a revolutionary innovation and its future impacts on 
economic markets will be de minimis.20 
 
 10. Nakamoto, supra note 8, at 1. 
 11. Id. 
 12. Id. at 2. 
 13. Id. 
 14. Id. at 1. 
 15. Riley T. Svikhart, Blockchain’s Big Hurdle, 70 STAN. L. REV. 100, 101 (2017). 
 16. Informatics is a field of study involving information processing and engineering. 
 17. See infra Part II. 
 18. See infra Part III. 
 19. See infra Part IV. 
 20. See infra Part V. 
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II.  BLOCKCHAIN TECHNOLOGY 
Blockchains are decentralized databases maintained by 
distributed networks of computers.21  Scholars, industry leaders, and 
commentators rave about blockchain technology.22 For example, Harvard 
scholar, Primavera De Filippi, argues “[b]lockchain technology 
constitutes a new infrastructure for the storage of data and the 
management of software applications, decreasing the need for centralized 
middlemen.”23  Further, prominent Silicon Valley entrepreneur and 
venture capitalist Marc Andreessen claims that “Bitcoin at its most 
fundamental level is a breakthrough in computer science—one that builds 
on 20 years of research into cryptographic currency, and 40 years of 
research in cryptography, by thousands of researchers around the 
world.”24  At its core, a blockchain is simply a distributed ledger that can 
record transactions between parties.25  In other words, blockchain 
technology constitutes an infrastructure for the storage of data and the 
management of software applications.26   
A. Network Structure 
The design of a blockchain network consists of a series of 
computers, called nodes, connected via the internet, where each node 
maintains a record of transactions, called the ledger.27  Blockchain 
technology’s network structure is a parasitic function of the internet.  The 
Internet’s original structure involved two layers: (1) the Transmission 
Control Protocol, to manage the assembly of packets into messages and 
ensure that the original message was received, and (2) the Internet 
 
 21. PRIMAVERA DE FILIPPI & AARON WRIGHT, BLOCKCHAIN AND THE LAW: THE RULE OF 
CODE 13 (2d ed. 2018). See also Ashley N. Longman, The Future of Blockchain: As 
Technology Spreads, it May Warrant More Privacy Protection for Information Stored with 
Blockchain, 23 N.C. BANKING INST. 111, 118-119 (2019). 
 22. See generally Kelsey L. Penrose, Banking on Bitcoin: Applying Anti-Money 
Laundering and Money Transmitter Laws, 18 N.C. BANKING INST. 529, 529 (2014). 
 23. DE FILIPPI & WRIGHT, supra note 21 at 33. 
 24. Marc Andreessen, Why Bitcoin Matters, N.Y. TIMES (Jan. 21, 2014, 11:54 AM), 
https://dealbook.nytimes.com/2014/01/21/why-bitcoin-matters/ [https://perma.cc/NM5G-
447Z]. 
 25. Nick Webb, A Fork in The Blockchain: Income Tax and The Bitcoin/Bitcoin Cash 
Hard Fork, 19 N.C. J.L. & TECH. 283, 284 (2018). 
 26. DE FILIPPI & WRIGHT, supra note 21, at 33. 
 27. David Mills et al., Distributed Ledger Technology in Payments, Clearing, and 
Settlement 10 (Fed. Res. Bd. Fin. & Econ. Discussion Series, Working Paper No. 95, 2016) 
[https://perma.cc/UUU6-R2SY]. 
122 NORTH CAROLINA BANKING INSTITUTE [Vol. 24 
Protocol to pass packets from one node to another.28  As the internet has 
evolved, contemporary models of the internet are composed of five 
layers29: 
1. The physical layer includes all the hardware 
necessary for a machine to transfer information to and 
from the internet.30 
2. The data link layer comprises all protocols including 
ethernet and Wi-Fi systems that interface with the 
hardware connected to the internet.31 
3. The network layer is governed by the internet 
protocol (“IP”) and is considered the glue holding the 
internet together because it refers to computers 
connected via the internet which are assigned unique 
IP addresses helping data navigate across the 
network.32 
4. The transport layer is primarily governed by the 
Transmission Control Protocol (“TCP”) and User 
Datagram Protocol (“UDP”) ensuring data packets 
are sent through to the network layer properly.33 
5. The application layer sits on top of the TCP/IP stack, 
consisting of a set of protocols enabling people to 
share information, swap messages, transfer files, or 
resolve domain names into their corresponding IP 
addresses.34 
Blockchain networks, like Bitcoin, ultimately rely on TCP and IP 
to operate and can be viewed as application protocols resting on top of 
the transport layer.35  Blockchain users each have a unique address for 
identification on the network, similar to an email address.36  Often, users 
interact with a network via a wallet, which serves as a primary user 
interface.37 
 
 28. PAUL E. CERUZZI, COMPUTING: A CONCISE HISTORY 121 (2012). 
 29. DE FILIPPI & WRIGHT, supra note 21, at 47. 
 30. Id. 
 31. Id. 
 32. Id. 
 33. Id. 
 34. Id. 
 35. Id. at 49. 
 36. ANDREAS M. ANTONOPOULOS, MASTERING BITCOIN: UNLOCKING DIGITAL 
CRYPTOCURRENCIES 65 (2d ed. 2017). 
 37. Id. at 93.  A wallet is software holding cryptocurrency, addresses, and keys. 
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Additionally, blockchain networks are typically open source, 
meaning the software code necessary for the network’s operation is 
publicly available.38  For example, the Bitcoin network software stack, 
Bitcoin Core, is available as open source code and can be run on a wide 
array of computing devices.39  Bitcoin Core is available on GitHub and 
is released under an MIT license.40  The open source nature of blockchain 
protocol is important due to the technology’s emphasis on 
decentralization.41  Indeed, the Bitcoin White Paper makes clear there are 
no central coordinators who can change the rules of the network.42  
Instead, blockchain networks are described as peer-to-peer.  
A peer-to-peer network is a network structure in which all 
members have equal privileges and obligations toward one another.43  
The peer-to-peer network developed as a way to solve the double 
spending problem, where the same digital coin is spent more than once.44  
For example, the Bitcoin protocol is arguably a peer-to-peer network 
using timestamps and a proof-of-work to record a public history of 
transactions.45  The timestamp captures the time of transactions on the 
network, while the proof-of-work validates transactions.46 
The blockchain network’s functionality may be understood as a 
six-step process.47  As described in the Bitcoin White Paper, the steps to 
run the network are as follows: 
1. New transactions are broadcast to all nodes; 
2. Each node collects new transactions into a block; 
3. Each node works on finding a difficult proof-of-
work for its block; 
4. When a node finds a proof-of-work, it broadcasts 
the block to all nodes; 
 
 38. Id. at 1. 
 39. Id. 
 40. Bitcoin Core integration/staging tree, GITHUB (2019), https://github.com/
bitcoin/bitcoin. See also MIT License, THE OPEN SOURCE INITIATIVE (2020), 
https://opensource.org/licenses/MIT [https://perma.cc/2V8V-JDHG] (providing text for the 
MIT license). 
 41. Scott J. Shackelford & Steve Myers, Block-by-Block: Leveraging the Power of 
Blockchain Technology to Build Trust and Promote Cyber Peace, 19 YALE J.L. & TECH. 334, 
349 (2017). 
 42. AMMOUS, supra note 7, at 192. 
 43. Id. 
 44. Nakamoto, supra note 8, at 8. 
 45. Id. 
 46. Shackelford & Myers, supra note 41, at 351. 
 47. Nakamoto, supra note 8, at 3. 
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5. Nodes accept the block only if all transactions in 
it are valid and not already spent; 
6. Nodes express their acceptance of the block by 
working on creating the next block in the chain, 
using the hash of the accepted block as the 
previous hash.48 
Generally, the idea is nodes consider the longest chain to be the correct 
one and will continue working to extend it.49  Further, the means by which 
nodes transact on the network is through a system of Public-Private Key 
Cryptography.  
B. Public-Private Key Cryptography 
Public-Private Key Cryptography (“PPKC”) is a method for 
authentication, relying on a set of mathematically related numbers: a 
private key, a public key, and a digital signature.50  This method 
developed to meet the need for a secure key distribution capable of 
personal authentication.51  The key pair consists of a private key derived 
from a unique public key.52  The public key is used to receive funds and 
generate an address, while the private key is used to sign transactions to 
spend the funds.53  In essence, the address is shared as a reference point, 
and the private key acts as a secret password.54  A digital signature is an 
authentication mechanism enabling the creator of the message to attach a 
code, acting as a personal signature.55 
Hash functions are critical to this method of authentication.  A 
hash function ℎ maps arbitrary strings of data to a fixed length output in 
a deterministic, public, pseudo-random manner56: 
 
ℎ ∶ {0,1}∗ → {0,1}𝑑𝑑 . 
 
 48. Id. 
 49. Id. 
 50. AMMOUS, supra note 7, at 191. 
 51. DE FILIPPI & WRIGHT, supra note 21, at 14. 
 52. ANTONOPOULOS, supra note 36, at 56. 
 53. Id. 
 54. DE FILIPPI & WRIGHT, supra note 21, at 15. 
 55. Nakamoto, supra note 8, at 8. 
 56. Lecture 21: Cryptography: Hashing, MIT Open Courseware (Spring 2015), 
https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-046j-design-and-
analysis-of-algorithms-spring-2015/lecture-notes/MIT6_046JS15_lec21.pdf 
[https://perma.cc/4H23-XCMX]. 
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In essence, hash functions map information for the purpose of 
authentication.57  The public key is hashed to generate an address,58 while 
private key data is hashed to create a digital signature.59 
PPKC enables encrypted messages to be sent without the need for 
a shared key.60  For example, one of the first PPKC systems was the 
Rivest–Shamir–Adleman (“RSA”) algorithm.61  The RSA algorithm 
creates a mathematically linked set of public and private keys generated 
by multiplying two prime numbers together.62  While multiplying two 
prime numbers is computationally inexpensive, figuring out which prime 
numbers were multiplied to get a specific number is computationally 
complex.63  The RSA algorithm took advantage of this mathematical 
phenomena, making it possible for people to broadcast a public key while 
the private key remained relatively secure.64  As a result, a sending party 
could attach a digital signature to a message by combining the message 
with the sending party’s private key.65 
In sum, PPKC allows parties to pseudonymously exchange 
messages across a blockchain.66  Further, blockchains use PPKC to 
validate the integrity of data recorded across a distributed ledger.67  This 
process produces digital signatures which represent a sender’s intent to 
transfer a message to the receiver.68  As described by Nakamoto, a 
Bitcoin is “a chain of digital signatures.”69  However, the validation of a 
chain of digital signatures allowing secure transactions requires a more 
 
 57. BRADLEY N. MILLER & DAVID L. RANUM, PROBLEM SOLVING WITH ALGORITHMS AND 
DATA STRUCTURES USING PYTHON 196 (2d ed. 2011). 
 58. ANTONOPOULOS, supra note 36, at 65. 
 59. AMMOUS, supra note 7, at 192. 
 60. DE FILIPPI & WRIGHT, supra note 21, at 14. 
 61. R.L. Rivest et al., A Method for Obtaining Digital Signatures and Public-Key 
Cryptosystems (Sept. 1, 1977) (unpublished manuscript), https://people.csail.mit.edu/rivest/
Rsapaper.pdf [https://perma.cc/J533-5CKP]. 
 62. Id. 
 63. DE FILIPPI & WRIGHT, supra note 21, at 15. 
 64. Id. 
 65. Id. 
 66. Id. at 38. 
 67. Larissa Lee, New Kids on the Blockchain: How Bitcoin’s Technology Could Reinvent 
the Stock Market, 12 HASTINGS BUS. L.J. 81, 96 (2016). 
 68. Shackelford & Myers, supra note 41, at 344. 
 69. Nakamoto, supra note 8, at 2. 
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complex process.  Indeed, some scholars claim the key innovation of 
blockchain is its ability to process secure transactions.70 
C. Transactions 
U.S. payment, clearing, and settlement (“PCS”) systems process 
approximately 600 million transactions per day, valued at over $12.6 
trillion.71  The essential elements of a financial transaction are: 
1. A network of participants; 
2. An asset or set of assets that are transferred among 
those participants; and 
3. A transfer process that defines the procedures and 
obligations associated with the transaction.72 
At its core, a financial transaction tells a network that the owner 
of some value has authorized the transfer of that value to another owner.73  
In other words, transactions are data structures encoding the transfer of 
value between participants in a system.74  While costly financial 
institutions have policed such transactions in the past, some argue 
blockchain empowers a network of traders to perform this function 
itself.75  Indeed, one of the most interesting aspects of blockchain is that, 
in theory, it does not require a central authority to verify transactions.76  
Instead,  transactions in a blockchain are bundled into blocks.77  
A block is a data structure that aggregates transactions for inclusion in a 
public ledger.78  Each block consists of a hash value of the previous block, 
transactions that occurred in the last ten minutes, and a random integer 
 
 70. Edmund Mokhtarian & Alexander Lindgren, Rise of The Crypto Hedge Fund: 
Operational Issues and Best Practices for an Emergent Investment Industry, 23 STAN. J.L. 
BUS. & FIN. 112, 155 (2018). 
 71. Mills et al., supra note 27, at 3. 
 72. Id. at 5. 
 73. ANTONOPOULOS, supra note 36, at 18. 
 74. Id. at 117. 
 75. Svikhart, supra note 15, at 102. 
 76. Se-Joon Chung & Euiwoong Lee, In-Depth Analysis of Bitcoin Mining Algorithm 
Across Different Hardware, CARNEGIE MELLON UNIV. 1 (2014), 
https://pdfs.semanticscholar.org/aa57/bb8e7b27439cdd0f4465fa416d76d17543a3.pdf 
[https://perma.cc/C4R5-H7EG]. 
 77. Matteo Romiti et al., A Deep Dive into Bitcoin Mining Pools 1 (2019) (unpublished 
paper), https://arxiv.org/abs/1905.05999.  See also Block Explorer, Blocks, BLOCKCHAIN 
(2019), https://www.blockchain.com/explorer [https://perma.cc/M58Z-D7R5] (providing a 
lis of the latest blocks with data for popular blockchains). 
 78. ANTONOPOULOS, supra note 36, at 196. 
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called a nonce.79  Each block is broadcast to the network, presenting a 
complex algorithmic problem for validation.80  Blocks require an 
enormous amount of computation to solve, but only a small amount of 
computation to verify the solution.81  Once a block is verified, each 
transaction is a recorded public entry in a distributed ledger, the 
blockchain.82  Indeed, every transaction is recorded by every member of 
the network so that they all share one common ledger of balances and 
transactions.83  
Some argue blockchains make it possible for a person to engage 
in transactions without revealing one’s true identity.84  However, 
contextual information related to blockchain-based transactions can be 
analyzed to deanonymize individuals.85  Contrary to conventional 
wisdom, which purports that blockchain transactions are processed 
instantaneously without any fees, most transactions include transaction 
fees.86  Generally, fees are calculated as the difference between the sum 
of the inputs and the sum of the outputs.87  Any excess amount that 
remains after all outputs have been deducted from all inputs is the fee that 
is collected by miners.88  
Regardless of fees, the blockchain transactional process is praised 
by scholars.  One scholar noted “[t]he key innovation of the distributed 
computation system was to use global elections every ten minutes, 
allowing the decentralized network to arrive at consensus about the state 
of transactions.”89  Another scholar noted that “[p]erhaps Bitcoin’s 
greatest technological achievement…is building a peer-to-peer 
transaction system relying on cryptographic proof, rather than trust.”90  
 
 79. Chung & Lee, supra note 76. 
 80. Romiti et al., supra note 77, at 3. 
 81. ANTONOPOULOS, supra note 36, at 26. 
 82. Id. at 117. 
 83. AMMOUS, supra note 7, at 171. 
 84. DE FILIPPI & WRIGHT, supra note 21, at 38. 
 85. Id. at 39. 
 86. See Block Explorer, Average Fee, BLOCKCHAIN.COM, https://www.blockchain.com/
explorer?view=btc_averagefee [https://perma.cc/V37C-HNNS] (last visited Feb. 9, 2020) 
(providing data regarding average fees for popular blockchains). 
 87. ANTONOPOULOS, supra note 36, at 129. 
 88. Id. 
 89. Id. at 2. 
 90. Ryan Farell, An Analysis of the Cryptocurrency Industry, U. OF PENN. SCHOLARLY 
COMMONS (May 2015), https://repository.upenn.edu/cgi/viewcontent.cgi?article=
1133&context=wharton_research_scholars [https://perma.cc/Q6CT-P73P]. 
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However, blockchain transactions would not be possible without block 
validation,91 which occurs through a process called mining. 
D. Mining 
Mining is the process by which blockchain transactions are 
validated.92  Generally, the purpose of mining is to enable network-wide 
consensus without a central authority.93  In Bitcoin protocol, mining 
involves solving the SHA-256 hash algorithm, which turns any arbitrary 
input into a 256-bit string.94  In practice, the mining process involves 
iteratively hashing a block until a specific target is met.95  A block does 
not become valid until the target is met, when a miner solves the SHA-
256, producing a proof-of-work.96 
Mining may be defined as a search problem of finding an input, 
the nonce, and information from the most recent block that generates a 
hash that is less than a target value T, a number considered a valid hash.97  
The  probability of mining a block with guesses is given by (𝑇𝑇𝑇𝑇𝑇𝑇 2256⁄ ),where r is the hash rate of guesses per second, and t is the 
time in seconds.98 Currently, there is no known efficient algorithm which 
can invert SHA-256.99  As a result, the only way to solve the SHA-256 is 
brute force search.100  In other words, the only way to solve the SHA-256 
is by trying different inputs until a satisfactory solution is found.101 
For example, the Bitcoin mining system involves scanning for a 
value that, when hashed, produces a hash, ℎ such that (ℎ < 𝑇𝑇), resulting 
in a valid proof-of-work.102  For the Bitcoin network, the proof-of-work 
is found with a brute force method which increments a nonce in the block 
until a value is found, producing the proof-of-work.103  The proof-of-
 
 91. Block validation refers to the process of certifying the legitimacy of transactions 
across a blockchain network. 
 92. ANTONOPOULOS, supra note 36, at 213. 
 93. Id. 
 94. Louis Tessler & Tim Byrnes, Bitcoin and Quantum Computing (Nov. 12, 2017) 
(unpublished paper), https://arxiv.org/abs/1711.04235 [https://perma.cc/9RA2-SR4A]. 
 95. ANTONOPOULOS, supra note 36, at 228. 
 96. Id. at 220. 
 97. Tessler & Byrnes, supra note 94. 
 98. Id. 
 99. Id. 
 100. Id. 
 101. Id. 
 102. ANTONOPOULOS, supra note 36, at 231. 
 103. Nakamoto, supra note 8, at 3. 
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work scheme ensures transactions are validated by those who are willing 
to expend enough physical energy and time to do so while introducing an 
incentive to induce market competition.104 
Indeed, miners who solve the SHA-256 for a particular block are 
rewarded with digital coins.105  For example, in the Bitcoin protocol, for 
the first four years, each block issued fifty Bitcoins.106  However, the 
number of Bitcoins awarded for solving a block halves every four 
years.107  So, in 2012, the Bitcoin issuance rate dropped to twenty-five 
Bitcoins; in 2016, the Bitcoin issuance rate dropped to 12.5 Bitcoins; and 
in 2020, the Bitcoin issuance rate dropped to 6.25 Bitcoins.108  The 
number will continue to halve until 21 million Bitcoins have been issued, 
which is approximated to occur in the year 2140.109  
However, the reward comes at a cost to miners.  Because the 
SHA-256 is only solvable by brute force methods, mining requires 
substantial electricity and computing power.110  As a result, miners 
collude to form mining pools, where participants work together towards 
finding the next block and share rewards based on each miner’s 
contribution.111  Indeed, due to the presence of mining pools in Bitcoin, 
the fraction of blocks solved by solo miners has steadily declined and is 
considered nearly impossible today.112  Competition amongst mining 
pools is fierce, producing adversarial strategies favoring the pools with 
the most computing power.113  As such, quantum computing114 will be a 
vital element to the future of blockchain security.115 
 
 104. Subhan Nadeem, How Bitcoin Mining Really Works, FREECODECAMP  
(May 31, 2018), https://www.freecodecamp.org/news/how-bitcoin-mining-really-works-
38563ec38c87/ [https://perma.cc/9KJP-Q8HF]. 
 105. Craig Eastland, DAO Prompts SEC to Examine ICOs, 21 NO. 10 
WALLSTREETLAWYER.COM: SEC. ELEC. AGE NL 3 (2017). 
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III.  POST-QUANTUM SECURITY 
Currently, blockchains are exposed to two prominent post-
quantum security vulnerabilities.116  The first vulnerability stems from 
exposure of public keys after transactions occur. Once a public key is 
exposed, the private key counterpart is at risk of being stolen with 
quantum algorithms.117  The second vulnerability stems from the mining 
process itself.  In fact, quantum search algorithms have a decisive 
mathematical advantage over their classical counterparts.118  Both 
algorithmic vulnerabilities are in large part dependent on the 
development of quantum computers, the hardware on which the 
algorithms are implemented.119 
A. Quantum Computing 
A quantum computer is a physical system harnessing quantum 
effects to perform computation.120  Quantum computers differ from 
classical computers because of the way in which they process 
information.121  Classical computers represent information with “bits,”122 
a binary representation.123  However, quantum computers process 
information with “qubits,” which hold information in a complex vector 
space.124  This mirrors the difference between the physical and classical 
states in physics.125 
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the research for security applications of quantum Boltzmann machines is not as robustly 
developed as Shor’s Algorithm nor Grover’s Algorithm. 
 117. Killian Steer, Cryptocurrency Mining: The Challenges it Faces and How New 
Regulations Can Help, 20 N.C. J.L. & TECH. ON. 301, 322 (2019). 
 118. Id. 
 119. Id. at 323. 
 120. Aleksey K. Fedorov et al., Quantum Computers Put Blockchain Security at Risk, 563 
NATURE INT’L J. SCI. 465, 466 (2018). 
 121. Jacob Biamonte et al., Quantum Machine Learning, NATURE  549, at 5 (2018), 
https://arxiv.org/abs/1611.09347 [https://perma.cc/LJ9N-9S2G]. 
 122. A binary representation is a Boolean value, in the context of bits, a 0 or 1. 
 123. CERUZZI, supra note 28, at 3. 
 124. ELEANOR G. RIEFFEL & WOLFGANG H. POLAK, QUANTUM COMPUTING: A GENTLE 
INTRODUCTION, 14 (2011). 
 125. LEONARD SUSSKIND & ART FRIEDMAN, QUANTUM MECHANICS, THE THEORETICAL 
MINIMUM 2 (2014). 
2020] BLOCKCHAIN LEGAL ECONOMICS 131 
A qubit is a unit vector in a two-dimensional complex vector 
space for which a particular basis, {|0⟩, |1⟩} has been fixed.126  For 
example, |0⟩ and |1⟩ may correspond to the spin-up and spin-down states 
of an electron.127  A qubit may represent a zero, one, or zero and one 
simultaneously in a state of superposition.128  Eleanor Rieffel, the head 
of NASA’s Quantum Artificial Intelligence Lab, argues that “the 
fundamental unit of computation is no longer the bit, but rather the 
quantum bit or qubit.”129  The goal of quantum computing is to use the 
principles of quantum mechanics to improve the efficiency and power of 
classical computing methodologies.130  There are two different types of 
quantum computers: adiabatic quantum computers and gate model 
quantum computers.131 
1.  Adiabatic Quantum Computers 
Adiabatic quantum computers (“AQCs”) were developed, and 
subsequently patented, in 2006 by Canadian company D-Wave.132  From 
a hardware standpoint, AQCs use liquid nitrogen and liquid helium to 
cool a specialized quantum chip to 0.015 Kelvin, a temperature 175 times 
colder than interstellar space.133  Instead of using Silicon like traditional 
computer chips, the quantum chips use a metal called Niobium.134  The 
quantum chips contain 2048 qubits in a 16 by 16 cell matrix, with eight 
bits per cell.135  The Niobium is looped throughout the chip, connecting 
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the qubits and acting as a superconducting metal where each loop models 
a quantum spin.136  And, when cooled to the near-zero Kelvin temperature 
at which it is stored, the chip becomes a superconductor, a metal with 
properties including zero electrical resistance and magnetic flux fields.137  
This allows the chip to exhibit quantum mechanical effects and to 
eliminate noise during the computational process.138 
From a computational perspective, AQCs use the Adiabatic 
Theorem, which is composed of two parts: (1) the Ising Model; and (2) a 
traverse magnetic field.139  The Ising Model is traditionally used in 
statistical mechanics, where variables are binary and the relationship 
between variables is represented by couplings.140  Additionally, the Ising 
Model uses a Hamiltonian energy measurement function to describe the 
total amount of energy in a quantum system.141  The Hamiltonian returns 
an energy measurement given the state of a system.142  The input of the 
Hamiltonian function is the state of the system.143  And the output is the 
energy measurement of the system.144  The Ising Model is defined as 
follows:145 
 
𝐻𝐻𝑠𝑠(𝑠𝑠) = −12�𝛥𝛥(𝑠𝑠)𝜎𝜎𝑖𝑖𝑥𝑥
𝑖𝑖
+ 𝜀𝜀(𝑠𝑠)�−�ℎ𝑖𝑖𝜎𝜎𝑖𝑖𝑧𝑧 +
𝑖𝑖
�𝐽𝐽𝑖𝑖𝑖𝑖𝜎𝜎𝑖𝑖
𝑧𝑧𝜎𝜎𝑖𝑖
𝑧𝑧
𝑖𝑖<𝑖𝑖
� 
 
Here, 𝐻𝐻𝑠𝑠(𝑠𝑠) is the system’s energy measurement.146  The Initial 
Hamiltonian is defined, �− 1
2
∑ Δ(𝑠𝑠)𝜎𝜎𝑖𝑖𝑥𝑥𝑖𝑖 �, which is the lowest energy state 
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where all qubits are in a superposition of all states.147  And, the Final 
Hamiltonian is defined, �𝜀𝜀(𝑠𝑠)�−∑ ℎ𝑖𝑖𝜎𝜎𝑖𝑖𝑧𝑧 +𝑖𝑖 ∑ 𝐽𝐽𝑖𝑖𝑖𝑖𝜎𝜎𝑖𝑖𝑧𝑧𝜎𝜎𝑖𝑖𝑧𝑧𝑖𝑖<𝑖𝑖 ��, which is the lowest 
energy state for the system.148  The Hamiltonian is the sum of the Initial 
Hamiltonian and the Final Hamiltonian.149 
The second essential element of AQCs is a traverse magnetic 
field, which can be manipulated to solve optimization problems.150  
During the computational process, each qubit begins in a state of 
superposition encoded in a circular magnetic field.151  Then, a barrier is 
raised, and a magnetic field is applied to the qubits.152  As the magnetic 
field is applied, each qubit moves toward a classical state, ending as a 
zero or one.153  The qubits minimize their energy in the presence of the 
magnetic field, according to a bias.154  Additionally, links between qubits, 
called couplers, allow for the resulting states of multiple qubits to affect 
one another.155  A major advantage of the AQC model is its scalability.156  
However, one major drawback is  AQCs are incapable of scaling to a 
universal quantum computer.157 
2.  Gate Model Quantum Computers 
The second type of quantum computer is the gate model quantum 
computer (“GMQC”).158  In essence, GMQCs use a circuit model, 
replacing classical gates with quantum equivalents.159  In GCMQs, qubits 
are acted upon by sequences of logical gates that are the compiled 
representation of an algorithm.160  The aim is to control and manipulate 
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the evolution of the quantum states over time.161  The main advantage of 
the GMQC is the potential to scale to a universal quantum computer.162  
A universal quantum computer is a quantum computer that can simulate 
any other quantum computer.163 
A “quantum gate” is any quantum state transformation acting on 
a small number of qubits.164  Some sequences of quantum gates are called 
“quantum gate arrays” or “quantum circuits.”165  In quantum information 
processing, “gates” are mathematical abstractions used to describe 
quantum algorithms.166  However, quantum gates do not necessarily 
correspond to physical objects as they do in the classical case.167  For 
example, the controlled-NOT (“𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛”) gate operates on two qubits as 
follows, it changes the second bit if the first bit is one and leaves the bit 
unchanged otherwise.168  The 𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛 gate is defined as follows169: 
 
𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛 = |0⟩〈0|⨂𝐼𝐼 + |1〉⟨1|⨂𝑋𝑋.  
Here, 𝐼𝐼 is an identity transformation, 𝑋𝑋 is negation, and ⨂ is the tensor 
product.  Interestingly, 𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛 is unitary and is its own inverse.170  The 
importance of the  𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛 gate in quantum computing stems from its ability 
to change the entanglement between two qubits.171  
In sum, both AQC and GMQC provide enormous potential for 
the future of computing and cryptography.  The firms leading the 
development of these machines are D-Wave and IBM, respectively.172  In 
fact, both companies have developed substantial research on their 
respective hardware architectures.173  And, developments in quantum 
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tomography—which seeks to obtain detailed information about quantum 
processors to improve performance—provide meticulous methods for 
future developments.174  Additionally, critical to quantum hardware 
research is the development and implementation of quantum 
algorithms.175  A “quantum algorithm” is a set of instructions for solving 
a problem, which can be performed on a quantum computer.176  The early 
success of quantum algorithmic research also demonstrates immediate 
concerns for blockchain security.177  Indeed, the application of quantum 
algorithms to cryptography exposes security vulnerabilities in blockchain 
technology.178 
B. Elliptic Curve Cryptography and Shor’s Algorithm 
Blockchain’s PPKC systems is based on Elliptic Curve 
Cryptography (“ECC”).179  ECC uses the mathematical properties of 
elliptic curves over finite fields, which contain a finite number of 
elements.180  The private key is usually picked at random.181  Then, 
elliptic curve multiplication is used to generate a public key from the 
private key.182  The public key is derived by multiplying the private key, 
k, by a generator point, g, to get a public key K, (𝑘𝑘 × 𝑔𝑔 = 𝐾𝐾).183  Because 
the generator point is always the same for all Bitcoin users, a private key 
multiplied with a generator point will always result in the same public 
key.184  
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The set of points on an elliptic curve form an abelian group, a 
commutative group.185  The simplest example of an elliptic curve is as 
follows: 
 
𝛦𝛦�𝔽𝔽𝑞𝑞� ∶ 𝑦𝑦
2 = 𝑥𝑥3 + 𝑎𝑎𝑥𝑥 + 𝑏𝑏 
 
Here, 𝛦𝛦�𝔽𝔽𝑞𝑞� is the set of points on 𝛦𝛦 whose coordinates lie in 𝔽𝔽𝑞𝑞.186  In  
essence, ECC uses a discrete logarithm problem (“DLP”) to protect the 
security of public-private key pairs.187  
MIT Professor Peter Shor developed an algorithm solving the 
DLP in polynomial time in 1994.188  In his seminal paper, Polynomial-
Time Algorithms for Prime Factorization and Discrete Logarithms on a 
Quantum Computer, Shor describes a solution to the DLP on a GMQC.189  
Shor proposes, given prime number p and a generator g, the discrete 
logarithm of a number x is the integer r with 0 ≤ 𝑇𝑇 < 𝑝𝑝 − 1 such that 
𝑔𝑔𝑟𝑟 ≡ 𝑥𝑥(𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝).190  Shor describes a method for solving DLPs on a 
quantum computer with two modular exponentiations and two quantum 
Fourier transformations.191  According to Shor, all that is needed to solve 
the DLP on a quantum computer is the order of the generator so that it 
can be multiplied and inverted in polynomial time.192 
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The crucial ingredient of Shor’s Algorithm is the quantum 
Fourier transformation.193  The quantum Fourier transformation is a 
unitary transformation mapping one vector of complex numbers to 
another vector of complex numbers.194  The result is a linear 
transformation that maps a quantum state encoding a periodic sequence, 
to a quantum state encoding the period of that sequence.195  Thus, together 
Shor’s quantum Fourier transformation and  equations for modular 
exponentiation allow hackers  to derive a blockchain user’s private key 
from their public key during transactions.196  
According to a Royal Society Open Science Report, quantum 
computers are capable of deducing the private key from a formerly 
revealed public key with little effort.197  The report explains Shor’s 
Algorithm provides a viable method of polynomial-time attack against 
blockchain’s PPKC system.198  Another paper, co-authored by NYU 
scholars Louis Tessler and Tim Byrnes, explains there is an inherent 
vulnerability for pending blockchain transactions due to the use of 
ECC.199  This paper states: “Elliptic curve cryptography is vulnerable to 
quantum computing, since Shor’s Algorithm can be easily modified to 
decrypt messages sent with elliptic curves, a quantum computer could 
then be used to find the private key from a public key.”200  In essence, an 
attacker can compute a private key corresponding to a public key revealed 
in the input of a transaction published to the network.201  Regardless of 
how a public key is revealed, the owner is at risk of losing control over 
her funds.202  As a result, reusing addresses is not recommended.203  In 
addition to attacks against individual accounts, quantum computing will 
have impacts on the network as a whole, particularly with respect to 
mining. 
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C. SHA-256 & Grover’s Algorithm 
The SHA-256 algorithm is the foundation of blockchain mining.  
The SHA-256 is a one-way hash function, which processes any message 
of an arbitrary size into a condensed representation called a message 
digest.204  Currently, it is believed there is no efficient algorithm which 
can invert SHA-256.205  As a result, the only way to solve the SHA-256 
is brute force search, the process of repetitively trying different inputs 
until a satisfactory solution is found.206  If it were possible to find a 
quantum algorithm to invert SHA-256 efficiently, then blockchains could 
be mined easily.207 
The SHA-256 uses a sequence of sixty-four constant 32-bit 
words, �𝐾𝐾0{256},𝐾𝐾1{256},⋯ ,𝐾𝐾63{256}�, representing the first thirty-two bits on the 
fractional parts of the cube roots of the first sixty-four prime numbers.208  
The words are stored as hexadecimal digits, which are binary 
representations of a 4-bit string.209  In sum, SHA-256 uses six logical 
functions, where each function operates on 32-bit words, which are 
represented as x, y, and z.210  The SHA-256 is described in two stages, 
preprocessing and hash computation.211 
Preprocessing consists of three steps: padding the message, 
parsing the message into blocks, and setting the initial hash value.212  The 
purpose of padding is to ensure the message’s length is the appropriate 
number of bits.213  Next, the message and its padding are parsed into 𝑁𝑁 
512-bit blocks, �𝑀𝑀(1),𝑀𝑀(2),⋯ ,𝑀𝑀(𝑁𝑁)�.214  For SHA-256, the initial hash 
value, �𝐻𝐻(0)�, consists of the eight 32-bit words, in hexadecimal.215  For 
example:  
 
𝐻𝐻0
(0) = 6𝑎𝑎09𝑒𝑒667 
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These words are obtained by taking the first thirty-two bits of the 
fractional parts of the square roots of the first eight prime numbers.216 
Next, during the hash computation phase, SHA-256 is used to 
hash a message, M, having a length of l bits, where (0 ≤ 𝑙𝑙 ≤ 264).  The 
algorithm uses:  
1. a message schedule of sixty-four 32-bit words; 
2. eight working variables of 32 bits each; and  
3. a hash value of eight 32-bit words.217  
The final result of the SHA-256 is a 256-bit message digest.218  After 
computation, the resulting 256-bit message digest of the message, M, 
is219: 
 
𝐻𝐻0
(𝑁𝑁) ∥ 𝐻𝐻1(𝑁𝑁) ∥ 𝐻𝐻2(𝑁𝑁) ∥ 𝐻𝐻3(𝑁𝑁) ∥ 𝐻𝐻4(𝑁𝑁) ∥ 𝐻𝐻5(𝑁𝑁) ∥ 𝐻𝐻6(𝑁𝑁) ∥ 𝐻𝐻7(𝑁𝑁) 
 
As illustrated above, the algorithm maintains the 256 bits of hash value 
in eight 32-bit variables.220 In sum, given a message, SHA-256 hashes 
the message into a hash value of 256 bits.221  While the SHA-256 has not 
been inverted, a quantum search algorithm provides one way of speeding 
up hash rates.222 
Grover’s Algorithm is a quantum search algorithm superior to 
any possible classical search algorithm.223  Indeed, this algorithm 
succeeds in finding a solution with 𝛰𝛰�√𝑁𝑁� calls to an oracle, whereas the 
best possible classical approaches require 𝛰𝛰(𝑁𝑁) calls.224 Further, 
Grover’s Algorithm uses amplitude amplification to search an 
unstructured set of 𝑁𝑁 elements.225  It is important to note, the algorithm 
only offers a speedup on unstructured search problems.226  
 
 216. Id. 
 217. Id. at 21. 
 218. Id. 
 219. Id. at 23. 
 220. Chung & Lee, supra note 76. 
 221. Id. 
 222. Kiktenko et al., supra note 115, at 5. 
 223. Lov K. Grover, Quantum Computers can Search Arbitrarily Large Databases by a 
Single Query, 79 PHYSICAL REV. LETTERS NO. 23, 4709 (Dec. 8, 1997), 
https://pdfs.semanticscholar.org/310e/f71fa6f22edfc1dc0d5ae29a0ae43af385ee.pdf 
[https://perma.cc/2Y6A-S4XN]. 
 224. RIEFFEL & POLAK, supra note 124, at 177. 
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The algorithm begins with an equal superposition �|𝜓𝜓⟩ = 1
√𝑁𝑁
∑ |𝑥𝑥⟩𝑥𝑥 � 
of all 𝑁𝑁 values of the search space and repeatedly performs the same 
sequence of transformations: 
1. Apply 𝑈𝑈𝑝𝑝 to |𝜓𝜓⟩. 
2. Flip the sign of all basis vectors that represent a 
solution. 
3. Perform an inversion about the average, a 
transformation that maps every amplitude 𝐴𝐴 − 𝛿𝛿 to 
𝐴𝐴 + 𝛿𝛿.227 
The sequence of transformations iterates until the final 
measurement returns a value 𝑥𝑥 with a high probability of interest.228  
According to Grover, “[t]he result in this paper is a subtle consequence 
of the fact that quantum mechanical amplitudes can be negative, whereas 
the associated classical quantities are probabilities which are required to 
be positive.”229  In sum, Grover argues that the result is a demonstration 
of another way in which quantum computers can outperform their 
classical counterparts.230   
Due to the pseudo-random nature of solving mining blocks, 
Grover’s Algorithm provides a method to speed up the mining process.231  
Classically, the success probability of mining a block with guesses is 
given by (𝑇𝑇𝑇𝑇𝑇𝑇 2256⁄ ), where r is the hash rate – guesses per second, and 
t is the time in seconds.232  For a quantum miner running Grover’s 
Algorithm, the success probability is: 
 
𝑠𝑠𝑠𝑠𝑠𝑠2 �𝑇𝑇𝑞𝑞𝑇𝑇�𝑇𝑇 2256⁄ �, 
 
where 𝑇𝑇𝑞𝑞 is the number of Grover iterations per second, the quantum hash 
rate.233  Thus, Grover Search234 provides a quadratic speedup compared 
to classical search algorithms.235 
 
 227. Id. at 178. 
 228. Id. 
 229. Grover, supra note 223, at 4711. 
 230. Id. 
 231. Kiktenko et al., supra note 115, at 2. 
 232. Tessler & Byrnes, supra note 94. 
 233. Id. 
 234. Here, “Grover Search” refers to searching via Grover’s Algorithm. 
 235. Kiktenko et al., supra note 115, at 5. 
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The notorious Bitcoin commentator Craig Wright argues, while 
quantum computing may offer a speedup for hashing, current quantum 
computational architectures are incapable of running such an 
algorithm.236  However, a Royal Society Open Science report argues that 
in a post-quantum world, miners could gain an unfair advantage by 
mining blocks using Grover’s Algorithm.237  The report further explains 
once quantum computing reaches a state of development acceptable for 
mining, there will likely be quick adoption among the mining 
community.238  
At this point, the scale at which Grover’s Algorithm may be 
implemented is unclear.  A team of researchers from Temple University 
implemented Grover’s Algorithm on IBM’s GMQC.239  The results were 
relatively disappointing for the possibility of practical implementations 
in the near future,240  yet some reports and research suggest D-Wave’s 
AQC may have the ability to implement quantum cryptographic 
algorithms for mining.241  Ultimately, once the hardware is in place—and 
the result of a Grover search is a value, 𝑥𝑥 associated with a hash, ℎ such 
that 𝑥𝑥 → ℎ < 𝑇𝑇, where 𝑇𝑇 is the target—quantum cryptography threatens 
the integrity of the mining process.242  In addition to rapidly scaling 
security vulnerabilities, major legal and economic regulatory barriers 
stand in the way of blockchain becoming a widely accepted or adopted 
technology. 
IV.  LEGAL ECONOMICS 
Blockchain law and economics are inherently murky at best. As 
markets, blockchains are volatile, with rapid swings in unit value 
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Machine.  See Lecture Slideshow, Geoffrey Hinton, Univ. of Toronto, Restricted Boltzmann 
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happening daily.243  All the while, cryptocurrency’s legality is similarly 
unstable where governments have been slow in adopting regulatory 
standards.244  However, with big risk comes big reward, and blockchain’s 
perceived reward potential continues to draw floods of competition to the 
digital money market.245   
A. Cryptocurrency 
Cryptocurrency is a digital token, created with blockchain 
technology.246  In the Bitcoin White Paper, Nakamoto defines an 
electronic coin as “a chain of digital signatures.”247  Additionally, 
Professor of Economics at Lebanese American University Saifedean 
Ammous argues, “Bitcoin is the newest technology to serve the function 
of money, solving the problem: how to move economic value across time 
and space.”248  According to Ammous, at its core, money is a good 
assuming the role of an accepted medium of exchange.249  Broadly, 
cryptocurrencies are  a collection of concepts and technologies forming 
the basis of a digital money ecosystem.250 
From an economics perspective, Bitcoin has performed well over 
the last two years.  Indeed, on August 1, 2017, Bitcoin had a market 
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Cryptocurrency Libra and Digital Wallet Calibra, REUTERS (Oct. 23, 2019) 
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facebooks-cryptocurrency-libra-and-digital-wallet-calibra-idUSKBN1X21Y0 
[https://perma.cc/UJ5P-CBUX]. 
 246. Neil Tiwari, The Commodification of Cryptocurrency, 117 MICH. L. REV. 611, 615 
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capitalization of $44.8 billion.251 Two years later, Bitcoin’s market 
capitalization252 jumped more than 4 times to $185.6 billion.253  The chart 
below graphs Bitcoin’s daily total market capitalization from July 31, 
2017 to July 31, 2019: 
Figure 1254 
 
Additionally, the volume of Bitcoin trading across the blockchain 
has also seen significant gains over the past two years.255  The chart below 
 
 251. Historical Data for Bitcoin, COINMARKETCAP (Aug. 14, 2019), 
https://coinmarketcap.com/currencies/bitcoin/historical-
data/?start=20130428&end=20190814 [https://perma.cc/85UH-8Z79]. 
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 253. Historical Data for Bitcoin, supra note 251. 
 254. Id.; see also Brian S. Haney, Bitcoin_Data (2019) (on file with author). 
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graphs Bitcoin’s daily trading volumes256 from July 31, 2017 to July 31, 
2019: 
Figure 2257 
On August 1, 2017, Bitcoin’s total trading volume, the daily total dollar 
value of all Bitcoin network transactions, was $1.32 billion.258  Two years 
later, on August 1, 2019, Bitcoin’s total trading volume skyrocketed to 
$17.16 billion.259  In fact, in the two-year span illustrated in Figure 2, 
Bitcoin trading volumes increased by a factor of more than ten.260  
Additionally, the total unit price of single Bitcoin increased from the 
August 2, 2017, price of $2,871.30 to $7,769,04 on August 1, 2018, and 
then to $10,077.44 on August 1, 2019.261 
However, other cryptocurrencies have not performed as well.  For 
example, a blockchain called Ethereum has generated minimal gains in 
market capitalization over the past two years.  Vitalik Buterin, a Russian 
Programmer, created Ethereum as an open source blockchain designed to 
run a variety of software applications.262  Ethereum’s blockchain is 
tailored for the execution of smart contracts.263  Smart contracts are self-
executing computer algorithms manifesting a binding agreement between 
parties.264  Indeed, Ethereum developed a method of creating stages of 
execution in a contract within its blockchain, as opposed to Bitcoin’s 
binary execution method.265  
Ethereum created its own cryptocurrency to reward its miners 
called Ether.266  The chart below graphs Ethereum’s total market 
capitalization from July 31, 2017 to July 31, 2019: 
 
 256. Volume refers to the total dollar value of all Bitcoin transactions over a twenty-four-
hour period. 
 257. Haney, supra note 254. 
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DAVIS L. REV. 629 (2012) (Discussing the increasing trend for firms to take a data-driven 
approach toward contracts). 
 265. Lee, supra note 67, at 114. 
 266. Id. 
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Figure 3267 
Ethereum’s market capitalization was $21.2 billion on August 1, 2017 
and $23.3 billion on August 1, 2019.268  Additionally, the total unit price 
of a single Ether increased from $204.69 on August 2, 2017, to $433.87 
on August 1, 2018, before dropping to $218.55 on August 1, 2019.269  
According to a 2018 Swiss Finance Institute report, the reason for the 
significant drop in market capitalization in 2018 for both Bitcoin and 
Ethereum is because cryptocurrency is “a highly speculative asset 
exhibiting strong bubble activity.”270  However, there are two distinctions 
between Ethereum and Bitcoin cryptocurrency which may account for 
Bitcoin’s stronger recovery from the 2018 crash: the rate and the volume 
of release.271  Unlike Bitcoin, Ethereum releases a set rate of 15 million 
coins each year and there is no cap to the total number of coins 
outstanding.272  Yet similar to Bitcoin, Ethereum trading volumes have 
seen significant growth in the past two years: 
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Figure 4273 
On August 1, 2017, the total volume of Ethereum trades was $1.58 
billion.274  On August 1, 2019, the total volume of Ethereum trades was 
$5.96 billion.275  During the two-year time frame Bitcoin trading volumes 
increased by a factor of ten, Ethereum trades displayed a more modest 
increase.276 
To this point, it is relatively clear in terms of both performance 
and popularity that Bitcoin is the dominant cryptocurrency.  From an 
economics perspective the question of whether Bitcoin’s finite amount of 
21 million coins will cause it to collapse remains unsolved.277  Economist 
George Gilder argues the finite number of coins is a fatal flaw and 
“represents a huge opportunity for other cryptocurrencies.”278  Others 
argue that as Bitcoin’s scarcity increases, the value of Bitcoin as an asset 
class will continue to rise.279  Regardless of Bitcoin’s future performance, 
the cryptocurrency market as a whole has evolved at unprecedented 
speed.280  However, questions remain as to both the legality of 
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cryptocurrency, and whether the possibilities for regulatory oversight 
have the potential to slow growth. 
B. Constitutionality 
Ammous argues, “The fundamental scam of modernity is the idea 
that government needs to manage the money supply.”281  Yet, the 
Constitution’s Coinage Clause expressly states, “The Congress shall have 
Power . . . To coin Money, regulate the Value thereof, and of foreign 
Coin, and fix the Standard of Weights and Measures.”282  This power, 
read in conjunction with the Appropriations Clause,283 creates Congress’ 
power of the purse.284  According to Yale Law Professor Kate Stith, 
“[t]his empowerment of the legislature is at the foundation of our 
constitutional order.”285  
Yet, Congress allocates control of the money supply to the 
Federal Reserve.286  The Federal Reserve oversees the country’s 
monetary supply, creating money through open market operations.287  In 
The Legal Tender Cases, the Supreme Court made clear “Congress has 
the power to incorporate national banks, with the capacity, for their own 
profit as well as for the use of the government in its money 
transactions.”288  Further, in Norman v. Baltimore,289 the Supreme Court 
commented on the purpose of the Constitution’s delegation of economic 
regulation powers to Congress: 
 
The Constitution was designed to provide the same 
currency, having a uniform legal value in all the States.  
It was for that reason that the power to regulate the value 
of money was conferred upon the federal government, 
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while the same power, as well as the power to emit bills 
of credit, was withdrawn from the states.290 
 
In fact, it is difficult to discern any limits to Congress’ 
constitutional power to regulate the fiscal system.291  However, the law 
makes no distinction between Federal Reserve notes and lawful 
money.292  As a result, the Federal Reserve has the power to create 
money.293 
One important question is whether cryptocurrency is considered 
money in the same way as the U.S. Dollar.  One argument in favor of 
cryptocurrency as money is that money is a good assuming the role of a 
widely accepted medium of exchange.294  There is nothing in principle 
that stipulates what should be used as money.295  Thus, the argument 
follows cryptocurrency is a medium of exchange and therefore serves the 
function of money.296  If Cryptocurrency is considered money, it could 
well be seen as an attempt replace Congress’ power of the purse.297  In 
fact, one scholar suggests blockchain technology could lead to the 
disassociation of the State from public power.298  In such a case, 
blockchain could create liability for criminal counterfeiting.299  If 
cryptocurrency is defined as money, it may be considered counterfeit and 
rendered illegal because it competes against the dollar as a general 
medium of exchange violating the federal money monopoly.300  
According to federal law, “Whoever falsely makes, forges, or counterfeits 
any coin . . . in actual use and circulation as money within the United 
States; Shall be fined under this title or imprisoned not more than fifteen 
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years, or both.”301  Under a plain reading of the statute, cryptocurrency is 
arguably counterfeit money.302  Here, the meaning of the word “makes” 
spawns one statutory interpretation issue because it is unclear whether 
“makes” includes mining or the creation of a blockchain altogether.  The 
meaning of the word “coin” presents a second statutory interpretation 
issue.  Indeed, several cryptocurrencies include the word “coin” in their 
name, despite the fact that the digital tokens themselves are intangible 
sequences of numbers and letters stored in a database.303  Whether the 
anti-counterfeit statute’s definition of “coin” would include 
cryptocurrency is another issue in determining the legality of 
cryptocurrency. 
An argument against cryptocurrency as a form of money is that it 
lacks intrinsic value.304  Proponents of this argument claim 
cryptocurrency is only backed by the blockchain, and therefore it is a 
purely speculative asset.305  However, this argument fails for two reasons.  
First, all value is subjective rather than intrinsic.306  Value is a concept 
ascribed by people to objects in their environment, not something which 
independently emanates from objects.307  Second, under a cost model 
analysis,308 cryptocurrency is backed by the cost it takes to produce, 
which includes labor, computing, and electrical power.309  So, to say 
cryptocurrency isn’t backed by anything is false.  In fact, the U.S. Dollar 
is a fiat currency, meaning it is not backed by anything and only has value 
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because the U.S. Government says it does.310  One could correctly state 
cryptocurrency is not backed by a government, which is probably be 
true.311  The value argument is weak because it implicitly suggests all fiat 
currencies are weak as well, relying on subjective evidence and ignoring 
cryptocurrency production costs. 
In the Bitcoin White Paper, Nakamoto refers to the blockchain 
more commonly as a means of solving transactional problems in the 
financial system; Nakamoto does not use the term cryptocurrency a single 
time.312  However, b-money—the first source cited in the Bitcoin White 
Paper—refers to cryptocurrency as a means by which “anyone can create 
money.”313  Ultimately, whether cryptocurrency is money is merely 
subject to the semantics ascribed to the syntax of the words themselves.314  
In large part, arguments either way are wholly based on the way in which 
the terms are defined through informal structures of language, falling 
victim to the fallacy of equivocation.315 
Ultimately, blockchain technology will certainly challenge the 
status quo, conventional law, and economics thinking.316  Harvard 
scholar Edwin Vieira Jr. notes the contemporary consensus seems to be 
that the Constitution affirmatively grants the government unlimited 
powers over money and banking, and that questioning such an 
assumption is an exercise in futility, if not intellectual extremism.317  
Almost certainly this power includes the power to punish developers of 
alternative supplies of money or methods of banking.318  In fact, Ammous 
argues, “Government control of money has turned money from being the 
reward from producing value to the reward for obedience to government 
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officials.”319  Yet, a 2016 Federal Reserve Board report describes 
blockchain technology as an “innovation” that will “drive change to the 
financial market structure in ways that take advantage of new 
technology.”320  Despite the lack of clarity on blockchain’s legality and 
the abstract or digital nature of money, regulation will be an important 
part of blockchain’s future.  
C. Economic Regulation 
The Constitution states, “The Congress shall have Power . . . [t]o 
regulate Commerce with foreign Nations, and among the several States 
. . . .”321  Although the Commerce Clause is largely political, under a 
plain reading cryptocurrency appears to be within the scope of 
Congressional regulatory power because of its role in domestic and global 
commerce.322  Further, the Court explained in Perry v. United States323 
that “[t]here is no question as to the power of the Congress to regulate the 
value of money: that is, to establish a monetary system and thus to 
determine the currency of the country.”324  Generally, governments use 
their regulatory powers to influence behavior among the population 
directly by passing laws that either permit or prohibit conduct.325  For 
example, China has completely banned initial coin offerings326 as a 
method of corporate financing.327  Governments can also influence 
behavior indirectly through economic regulation.328  
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Economic regulation refers to taxes and subsidies, as well as 
explicit legislative and administrative controls over rates, entry, and other 
facets of economic activity.329  One theory of economic regulation is 
public interest theory.330  According to this theory, governments supply 
regulation in response to the public demand for the correction of 
inefficient or inequitable market practice.331  However,  one could argue 
persuasively that blockchain is itself a response to public demand for the 
correction of inefficient and inequitable government regulation and 
control of the money supply.332  Indeed, some argue it is impractical, if 
not impossible, for anyone to develop wealth in government money 
without government acceptance.333  
A second theory of economic regulation —capture theory334—
holds regulation is supplied in response to the demands of interest groups 
struggling among themselves to maximize the incomes of their 
members.335  Under this theory, those with the most to lose as a result of 
blockchain technology, like transactional lawyers, banks, and financial 
institutions, may lobby heavily for regulatory measures to disincentivize 
blockchain and cryptocurrencies.336  This theory cuts to the core of the 
United States monetary system, which is based on fiat money.337  As 
Vieira argues, fiat money is unworkable in the long run because fiat 
money is a pernicious means of redistributing wealth from society in 
general to the wealthy.338  The argument is well supported by the massive 
amount of money the United States government wastes on procurement 
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every year, which is estimated to be hundreds of billions of dollars.339  In 
fact, the United States spends almost $5 trillion a year on goods and 
services, often redistributing public money to the firms and executives 
with which agency officials have the closest relationships.340 
There are a myriad of regulatory issues relating to 
cryptocurrency, including securities regulation, taxation considerations, 
and criminal activity and uses.341  Indeed, the Federal Reserve states 
compliance with the Bank Secrecy Act342 and anti-money-laundering 
requirements as two of its chief concerns relating to the regulation of 
blockchain.343  Additionally, the scope of cryptocurrency as an 
investment poses regulatory questions from a securities perspective.344  
For example, the Securities Act of 1933345 and the Securities Exchange 
Act of 1934346 collectively regulate the disclosure of securities 
information to investors.347  As such, corporate financial compliance with 
regulatory oversight will be critical for firms using blockchain 
technology.348  
Blockchain’s semi-autonomous nature makes the object of 
regulation unclear at best.349  Indeed, blockchains operate as a network 
of people without a defined central or controlling of authority.350  The 
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lack of clarity makes regulation of blockchain technologies a difficult 
task.  As a result, Primavera De Filippi argues the most direct way 
governments can regulate the use of blockchain systems is by imposing 
laws and regulations directly on end users.351  However, this argument 
fails to consider the possibility that a government could simply purchase 
a majority interest in any blockchain, thereby giving it full control of a 
network by taking advantage of the consensus mechanism.352  
Interestingly, Representative David Schweikert (R-A.Z.) is 
hopeful for the opportunities blockchain may provide.353  In fact, 
Congressman Schweikert and Representative  Jared Polis (D-C.O.) are 
the co-chairs of the Congressional Blockchain Caucus, a bipartisan group 
that promotes the future of blockchain technology and shapes the role 
Congress plays in its development.354  According to Polis, Congress is 
“interested in learning more, and we hope to provide the forum to do 
that.”355  However, President Trump recently tweeted,  “I am not a fan of 
Bitcoin and other Cryptocurrencies, which are not money, and whose 
value is highly volatile and based on thin air . . . .”356  With the 
Government at the heart of the United States economy, there will 
certainly be federal involvement in the economic regulation of 
cryptocurrency.  
V.  CONCLUSION 
The law and economic questions surrounding blockchain 
ultimately relate to the concept of decentralization.  At their core, 
blockchains are decentralized databases, maintained by distributed 
networks of computers.357  As Richard Posner explains, “technology can 
foster decentralization, for example by reducing transaction costs among 
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independent firms.”358  Thus, as a global and decentralized payment 
system that operates without centralized control, blockchain technology 
promises newfound economic freedom for those dubious of 
governmental authority.359 
Decentralization as a concept supposes a movement from a 
central authority.360  In the case of  the money supply, that central 
authority is the U.S. Government.361  However, blockchain technology 
will not decentralize the economy.362  The idea of decentralization is 
predicated upon blockchain being a peer-to-peer system without a need 
for a central authority.363  Yet, the facilitation of blockchain transactions 
requires central authorities and third-party intermediaries who collect 
fees.364  To actually use the blockchain requires a massive amount of 
computing power and technical expertise.365  Thus, rather than 
decentralizing the economy, blockchain merely continues to recentralize 
the economy toward advanced technology companies.366 
Further, blockchain technology is based on a consensus 
mechanism, requiring a majority vote to validate the legitimacy of a 
hashed block.367  Because of Congress’ Power of the Purse, the Federal 
Government—or even a large financial institution—could simply 
purchase a majority stake in any blockchain.368  For example, even the 
largest blockchain measured by market capitalization, Bitcoin, is only 
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worth around $200 billion.369  While this number may seem large, it is de 
minimis compared the roughly $4.7 trillion-dollar proposed 2020 federal 
budget.370 
From a security perspective, both Shor’s Algorithm and Grover’s 
Algorithm present vulnerabilities in the blockchain.  Further, as quantum 
computers continue to scale, these vulnerabilities will be increasingly 
exploited.371  Eleanor Rieffel argues once scalable quantum computers 
are developed, “all currently accepted public key encryption systems will 
be completely insecure.”372  Additionally, those running the blockchain 
will likely begin turning toward quantum computing for mining.373  And, 
as the need for computing power continues to increase, access to 
blockchain will continue to decrease for the layman.  Ultimately, the 
necessity for massive amounts of computing power to run the blockchain 
undermines the decentralization argument.374  
Another interesting vulnerability which may become more 
prevalent in the context of quantum security is Quantum Boltzmann 
Machines.  Quantum Boltzmann Machines are a type of quantum 
machine learning375 algorithm capable learning from massive amounts of 
data to make predictions about the future.376  Further, the applications of 
Boltzmann Machines continue to grow symbiotically with the 
development of quantum hardware.377  Conceptually, there isn’t any 
reason Quantum Boltzmann Machines couldn’t invert the SHA-256 
Algorithm.378  If this were to occur, the mining process would change 
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drastically from its current brute-force method toward predictive 
modeling.379 
As technology continues to affect every facet of the globalized 
economy, many argue blockchain will be integrally involved in the future 
of finance, security, and money.380  As one recent piece of scholarship 
notes, “[t]he widespread use of blockchains will inevitably mean business 
disruption.”381  This line of thinking demonstrates the traditional schools 
of thought in technological evolution, specifically the LOAR and 
Technological Utopianism.382  However, there are many barriers to this 
result from a technological standpoint. 
For example, blockchain technology and cryptocurrency are 
incredibly complex.  As a result, access is becoming increasingly difficult 
as a paywall rises due to knowledge barriers and computational power 
needs for mining.  Yet, great technology is simple, easy to use, and 
intuitive.383  Indeed, the Latin maxim simplex sigillum veri stands for the 
principle—simplicity is the sign of truth.384  Or, in the words of Richard 
Branson, Founder of Virgin Group: “[i]f something can’t be explained on 
the back of an envelope, it’s rubbish.”385 
Thus, a challenge exists for blockchain technology to be 
simplified and made accessible to the general public.  However, for this 
to happen, inevitably third-party intermediaries will bridge the gap 
between users and the network.386  Companies like Coinbase offer access 
to the blockchain, but they also charge transactional fees in the same way 
as financial institutions.387  The effect of the blockchain is not so much 
decentralization, as much as it is recentralization of economic power and 
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authority from the federal government to technologically elite companies 
with massive amounts of computing power.  More broadly, technology is 
not a means by which the economic pyramid diffuses toward a 
democratized equilibrium.388  Rather, technology is a business supporting 
the redistribution of wealth from poor and middle class, to an elite ruling 
class. 
In sum, blockchain is simply an example of technological 
stagnation.  The underlying technology involved in blockchain 
transactions is not a paragon of innovation.  As Peter Thiel argues: “[w]e 
must resist the temptation of technological utopianism—the notion that 
technology has a momentum or will of its own, that it will guarantee a 
more free future, and therefore that we can ignore the terrible arc of the 
political in our world.”389  With the assumptions of technological 
utopianism aside, blockchain is nothing more than an overly complex and 
expensive method of sending information.  The only economic benefits 
of blockchain technology to this point are the advantages reaped in its 
early evasion of government economic regulation, but that advantage is 
rapidly changing.390  In the words of Warren Buffet, blockchain is more 
likely “rat poison squared” than breakthrough technology.391  Thus, 
Satoshi Nakamoto’s goal of establishing a peer-to-peer network appears 
to be a failure, but it surely made them rich. 
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APPENDIX A. SUMMARY OF NOTATION 
 
Notation Meaning 
 
ℎ 
 
Hash. {0,1}∗ 
 
Arbitrary string of data. {0,1}𝑑𝑑 
 
Fixed length string of data. 
𝑇𝑇 
 
Target value. 
𝑇𝑇 
 
Hash rate. 
𝑇𝑇 
 
Time in seconds. 
𝐻𝐻𝑠𝑠(𝑠𝑠) 
 
The energy of system. 
 
−
12�Δ(𝑠𝑠)𝜎𝜎𝑖𝑖𝑥𝑥
𝑖𝑖
 
 
The Initial Hamiltonian. 
𝜀𝜀(𝑠𝑠)�−�ℎ𝑖𝑖𝜎𝜎𝑖𝑖𝑧𝑧 +
𝑖𝑖
�𝐽𝐽𝑖𝑖𝑖𝑖𝜎𝜎𝑖𝑖
𝑧𝑧𝜎𝜎𝑖𝑖
𝑧𝑧
𝑖𝑖<𝑖𝑖
� 
 
The Final Hamiltonian. 
𝜎𝜎𝑧𝑧 
 
Pauli matrices. 
𝐼𝐼 
 
Identity transformation. 
𝑋𝑋 
 
Negation. 
⨂ 
 
Tensor product. |𝑥𝑥⟩⟨𝑦𝑦| 
 
The outer product of  |𝑥𝑥⟩ and ⟨𝑦𝑦|. 
 
𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 
 
Modulo prime number 𝑝𝑝. 
𝛦𝛦�𝔽𝔽𝑞𝑞� The set of points on 𝛦𝛦. 
 
 p 
 
Prime number. 
g 
 
Generator. 
𝐾𝐾𝑛𝑛
{256} 
 
Constant 32-bit word. 
𝑀𝑀(𝑁𝑁) 512-bit block. 
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𝐻𝐻𝑖𝑖
(0) 
 
Initial hash value. 
𝐻𝐻𝑖𝑖
(𝑁𝑁) 
 
Final hash value. 
𝛰𝛰(𝑁𝑁) 
 
Linear time. |𝜓𝜓⟩ 
 
Superposition. 
𝑈𝑈𝑝𝑝 
 
Quantum Oracle. 
𝐴𝐴  
 
The average of the amplitudes. 
𝛿𝛿 
 
Shift. 
𝑠𝑠𝑠𝑠𝑠𝑠2 
 
The composite of the square function 
and the sine function. 
 
 
 
 
 
